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Windows Hello for Business: User Guide
Use Windows Hello for Business to sign-in using a PIN or Biometrics.
Windows Hello for Business (WHfB) is an authentication technology that allows users to sign in to their Windows

devices using a PIN or biometrics (fingerprint or face authentication if your device supports it) instead of a
traditional password. WHfB provides enhanced security through phish-resistant two-factor authentication.
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Initial Registration

You will be prompted to set up WHfB after the initial setup and restart of your company computer has
been completed.

From the Use Windows Hello with your account screen, select OK.

Use Windows Hello with your account

ooooﬂ

To verify your identity, select one of the options to complete the Multi-Factor Authentication (MFA).

X

BE Microsoft

Verify your identity

Approve a request on my Microsoft
Authenticator app

@ Use a verification code

Cl Text +X XXXXXXXX03

% Call +X XXXXXXXX03

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Terms of use  Privacy & cookies ...
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From the Set up a PIN screen, create a new PIN that meets the following requirements:

e Must be at least 7 characters long
e Cannot be longer than 127 characters
e Caninclude uppercase letters
e Caninclude lowercase letters
e Can include digits (0-9)
e Must include at least one special character:
o Eg,!"#5%&'()*+,-./:;<=>?@[\]"_"{]}~
e Cannot be a number pattern:
o E.g. 1234560r 111111

Enter your PIN and select OK.

Setup aPIN

® e o0

You are now able to sign-in or unlock your Windows devices using a PIN instead of your network password.
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Changing Sign-In Method

To change your sign-in method, from the Windows sign-in screen, select Sign-in Options.

John Smith

| forgot my PIN

Sign-in options

Available methods to sign-in will display. Select an alternate method and sign-in as prompted.
In the example below, the icons represent (left to right):
- Network password
- Security key
- PIN

Note: The most recent sign-in method that was successful will display by default.

John Smith

I forgot my PIN

Sign-in options

S NF:

Learning & Development — 6/26/2025 4



PIN Issues

If you are unable to sign-in with your PIN, select Sign-in options.

John Smith

| forgot my PIN

Sign-in options

From the options that display, select the key icon for Network password.

John Smith

1 forgot my PIN

Sign-in options

Q A [#

Enter your network password to sign-in.
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Changing or Updating your PIN

A

QM Youcan change your PIN at anytime once you are signed in to your Windows device.

e pl avigate to the Windows taskbar and select the Windows icon.

Pinned

Outlook (classic) Outlook Microsoft Teams Edge
Excel PowerPoint OneNote Zoom
Workplace
Recommend:

& @ @ ¢ € @&

Google Chrome

HQ-.&EFE L

Using the search field, type sign-in options then press Enter.

Q_ sign-in options|

Best match

|2 Sign-in options

System settings
Settings

£ Set up fingerprint sign-in

£ Set up PIN sign-in

/&) Change your password

2 Set up face sign-in

@ Start Magnifier before sign-in
Search the web

Q sign-in options - See more search

results
sign in options settings
sign-in options windows 10

sign-in options windows 11

HQ.aFe e

>

>

>

2

Open

—
<& @ Apps  Documents Web  Settings People  Folders  Photos B .

&L

Sign-in options

System settings
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Qe Pl From the search results, select Sign-in options.

Q sign-in options|

= ° Apps Documents Web Settings People Folders Photos B .

Best match
l P Sign-in options «

Settings Sign-in options
£ Set up fingerprint sign-in > e
£ Set up PIN sign-in > @ Open

£ Change your password >

£ Setup face sign-in >

@, Start Magnifier before sign-in >

Search the web

Q sign-in options - See more search >

Q_ sign in options settings >

Q_ sign-in options windows 10 >

sign-in options windows 11 >

SRl From the Sign-in options menu, select PIN (Windows Hello).

< Settings - ol
memmmsmmmmm Accounts > Sign-in options
Ways to sign in
Find a setting a ..  Facial recognition (Windows Hello) -
=
B System
= Fingerprint recognition (Windows Hello)
~ gerpi g o
Bluetooth & devices T
¥ Network & internet
PIN (Windows Hello) -
/ Fenssnelfitm Sign in with a PIN (Recommended)
ul Apps a
E] S_ecunty.key _ ) -
Sign in with a physical security key
| : Accounts
{, Time & language p Password -
Sign in with your account’s passward
#¥ Gaming
K Accessibility Additional settings
& Privacy & security If you've been away, when should Windows require you to sign in again? 15 minutes .
Security policies on this PC are preventing some options from being show
@ Windows Update
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Select Change PIN.

4 Settings - o 2
s Accounts > Sign-in options
|
Ways to sign in
Find a setting a Facial recognition (Windows Hello) -
B System
= Fingerprint recognition (Windows Hello)
=3

Bluetooth & devices (& ¥
¥ Network & internet

PIN (Windows Hello) ~
/ Fessnelf=ibn Sign in with a PIN (Recommended)
B Apps Change your PIN # Change PIN

| : Accounts .

Remove this sign-in option

{, Time & language
Related links | forgot my PIN

#9 Gaming
i Accessibility f] Security key -

Sign in with a physical security key
W Privacy & security

. Password

@ Windows Update & anmwith your acounes paswrd v

Enter your current PIN. Then enter your new PIN in the New PIN and Confirm PIN fields.

Select OK.
W windows Security x

Change your PIN

PIN
PN

MNew PIN
New PIN

Confirm PIN
Confirm PIN

PIN requirements
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Setting up Biometrics (Facial or Fingerprint Authentication)
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If your Windows device supports biometrics, you can sign-in to your device using facial or fingerprint

authentication.

Navigate to the Windows taskbar and select the Windows icon.

Q se w
Pinned Al >
*
& @® & @ €6 @
Outlook (classic) Outlook Microsoft Teams Edge Google Chrome Word
Excel PowerPoint OneNote Zoom
Workplace
Recommended More >
® o
HQ.EFCE O
Q. & ee

Using the search field, type sign-in options then press Enter.

Q_ sign-in options|

Best match

| 2 Sign-in options

System settings
Settings

/2 Set up fingerprint sign-in

£ Set up PIN sign-in

/2 Change your password

£ Set up face sign-in

@_ Start Magnifier before sign-in
Search the web

Q sign-in options - See more search

results
Q_ sign in options settings
Q_ sign-in options windows 10

Q_ sign-in options windows 11

>

>

>

& 6 Apps  Documents Web  Settings  People  Folders  Photos B .

a

&L

Sign-in options

System settings

Open

HQ.adee
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From the search results, select Sign-in options.

Q_ sign-in options|

= o Apps Documents Web Settings People Folders Photos P .

Best match
| p §i9n~in options « p
ystem setting
Settings Sign-in options
£ Set up fingerprint sign-in > e
£ Setup PIN sign-in > @ Open
£ Change your password >
£ Set up face sign-in >
@ Start Magnifier before sign-in >
Search the web
Q lslg“n-ln options - See mor >
Q_ sign in options settings >
Q_ sign-in options windows 10 >
sign-in options windows 11 >

HQ.EF e e

Select Facial recognition (Windows Hello) or Fingerprint Recognition (Windows Hello).

Then select Set up.

<€ Settings

s Accounts > Sign-in options
|

Ways to sign in

Eind it a ..  Facial recognition (Windows Hello)
—# o v

B System

. @ Fingerprint recognition (Windows Hello) o
Bluetooth & devices .

@ Network & internet
PIN (Windows Hello) —

/ e P Sign in with a PIN (Recommended)

‘ Apps f] Security key -

. Sign in with a physical security key

| s Accounts

"»’ Time & language p Password o
Sign in with your account’s password

*#9 Gaming

K Accessibility Additional settings

& Privacy & security If you've been away, when should Windows require you to sign in again?

X N § X . 15 minutes  ~
Security policies an this PC are preventing some options from being shown

@ Windows Update
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From the Welcome to Windows Hello screen, select Get started.

e

Welcome to Windows Hello

Your device just got mare personal. Start using your face to unlock your device, verify your identity,
and buy things in the Store.

Learn more

Get started Cancel

Verify your account by entering your PIN, select OK.

¥ Windows Security X

Making sure it's you

PIN
ssssssns

| forgot my PIN

Cancel

Follow the on screen instructions to set up facial or fingerprint recognition (e.g., Keep looking directly at
your camera; or Repeatedly lift and rest your finger on the sensor until setup is complete.)

Once completed, select Close.
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