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Windows Computers: Initial Setup

Instructions for new team members using Windows computers.

To complete the initial setup of your Windows computer, you will need the following:

e Mercury Insurance, AlS or Orion Indemnity company email address and network password
e Password for your home Wi-Fi network

To ensure the best onboarding experience, complete this process while connected to your home Wi-Fi network.
Public Wi-Fi networks may have firewall restrictions that will impact the setup process.

For assistance during setup, please call the IT Service Center for Mercury Insurance/AlS/Orion Indemnity at (714) 671-
6558.

Turn on your computer and navigate to your Wi-Fi network. In the password field, enter your home Wi-Fi
password and select Connect.

Select Next to continue.

Let's connect you to a network
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Having trouble getting connected?
For troubleshooting tips, use anott

If prompted to authenticate, type your company email address and network password. Select Sign In.

To start the setup process, type your company email address. Select Next

Let's set things up for your work or
school
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Type your company email address and network password. Select Sign in.
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Note: The process will take up to one hour for department-specific applications to install. When the
process is completed, your Windows desktop displays.

Company email address

After completing the initial setup, you may be prompted to set up Windows Hello for Business the next
time you start your computer. Continue to Step 6.

If not prompted, continue to Step 9.

From the Use Windows Hello with your account screen, select OK.

Use Windows Hello with your account
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To verify your identity, select one of the options to complete the Multi-Factor Authentication (MFA).
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Verify your identity

Approve a request on my Microsoft

9 Authenticator app

Use a verification code

Text +X XXXXXXXX03

QY call sxx000000003

Cancel
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From the Set up a PIN screen, create a new PIN that meets the following requirements:

e Must be at least 7 characters long
e Cannot be longer than 127 characters
e Caninclude uppercase letters
e Caninclude lowercase letters
e Can include digits (0-9)
e Must include at least one special character:
o Eg,!"#S5%&'()*+,-./:;<=>?@[\]"_"{[|}~
e Cannot be a number pattern:
o E.g. 123456 0r 111111

Enter your PIN and select OK.

Setupa PIN

You are now able to sign in or unlock your Windows computer using a PIN instead of your network
password.
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To connect to Mercury’s Virtual Private Network (VPN), do one of the following:
e Navigate to the Start menu (Windows icon) and use the magnifying glass to search for
GlobalProtect. Select the application to open.
e Navigate to the lower right taskbar of your Windows desktop. Select the upwards arrow to view all
icons. Select the globe icon for GlobalProtect.

Note: If you do not see the GlobalProtect application, please contact the IT Service Center.

Start menu and search: Lower right taskbar:

Step 10 Select Connect.

% paloalto | GlobalProtect

Disconnected

Enter the portal address to connect
and secure access to your
applications and the internet.

Portal

samlgpvpn.mercuryinsurance.com
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You will receive a text message to your mobile phone containing a numeric code.
Enter the code in the appropriate field to complete the Multi-Factor Authentication (MFA).

Once connected, you will see Connected and the icon in your taskbar changes from gray to blue.

% paloalto | GlobalProtect

Connected
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Important: To maintain a secure connection and ensure access to essential company systems and applications, please
connect to VPN daily.
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