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Macbooks: Initial Setup

Completing the initial setup of your Macbook.

To complete the initial setup of your Macbook, you will need the following information:
e Mercury Insurance, AlS, or Orion Indemnity company email address and network password
e Your home Wi-Fi password

To ensure the best onboarding experience, complete this process while connected to your home Wi-Fi network. Public
Wi-Fi networks may have firewall restrictions that will impact the setup process.

For assistance during set up, please call the IT Service Center for Mercury Insurance/AlS/Orion Indemnity at (714) 671-
6558.

Turn on your Macbook. In the upper right corner of the screen, select the Wi-Fi indicator.
Select your home Wi-Fi network from the list and enter the password for your Wi-Fi network.

Select Join
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On the Microsoft login screen, enter your company email address. Select Next.

B® Microsoft

Sign in
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N Sign-in options
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Enter your company network password, then select Sign in.

( cancel sign-in )

Mercury Insurance

Sign in

Email address

[Password
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Sign in using a certificate

© 2018 Microsoft
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Accept the terms and conditions by checking the box next to | Agree, then select Done.

procedures.

Cancel

/A

Terms & Conditions

MERCURY
INSURANCE

This computer is the property of Mercury Insurance Group.
Unauthorized access and improper uses are prohibited. The use
of this system is governed by the Mercury policies and
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All Macbooks must have FileVault enabled. When prompted, select Enable Now.

MERCURY
INSURANCE

Note: If you select Don’t Enable, you will not be able to access any company resources (email, VPN,

SharePoint, etc.) until FileVault is enabled on your Macbook.

Enable Now

To enable Touch ID, select Continue.

Set Up Touch ID Later

Use your fingerprint
Aople Pay. Start

Touch ID

10 unlock your Mac and make purchases with
by placing your finger of thumb on Touch ID.

Back

Continue
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You must register with Intune to access company resources. From your desktop select Launchpad.

AROeSEeS0Pa@80?70® 82060

Using the search field, type Self Service and select Self Service.

Q self service

*

Self Service+ Self Service

Navigate to the Browse tab and select Device Compliance.

& SelfService Edit View Window Help
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Select Register Your Mac with Intune.
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Allow the inventory to be updated in Jamf Pro.

= ~"

Updating Inventory in Jamf Pro

B We need to update your computer
.f'., record in Jamf Pro, this will take

° about 10 seconds.

Step 13 From the Company Portal window, select Sign in.

d

Company Portal

Get access to work or school reso

s e

eep them secure
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SR8  Type your company email address and select Next.

(@ More information

Sign in to Company Portal with single sign-on

B2 Microsoft
Sign in

Email, phone, or Skype

No account? Create one!

Can't access your account?
m{— |

Q@ sign-in options

Termsofuse  Privacy & cookies  « -+

Opt-Out of Single Sign-On

Type your company network password and select Sign in.

@ More information

Sign in to Company Portal with single sign-on

Mercury Insurance

Sign in

e

© 2018 Microsoft

Opt-Out of Single Sign-On

Step 16 Select Done.

cury Insurance Group

@ Register your device

You're all set!

You should now have access to your email, devices, Wi-Fi, and apps for work.
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T EvAl Authenticate with Jamf Conditional Access. Type your company email and select Next.

Sign in
Powrcuryemrance com|
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When prompted, type your company network password, then select Always Allow.

JamfAAD wants to access key “Microsoft
Workplace Join Key"” in your keychain.

l J To allow this, enter the "login" keychain password.

Password: ]

? Always A||OW« Deny Allow

I RCl o close Self Service, select the red close button at the upper left corner of the window.
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LogMeln GoToMeeting

Install

Mozilla Firefox

Open

Microsoft Edge

Open

|

Omnissa Horizon Client

Install
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Pl 7o allow Microsoft Teams to access your camera, microphone and Bluetooth, navigate to the Apple menu
in the top left, select System Settings.

& Finder File Edit View Go Window Help

Step 21 Navigate to Privacy & Security on the left side menu, then select Screen & System Audio Recording.

N
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Step 22 To enable Microsoft Teams, move the toggle to the right. Once done, close System Settings by selecting

the red close button at the upper left corner of the window.

Note: Apps listed here will vary by user.

G wi-Fi
3 siuetooth
© Network
aven

Battery

(&) General
@ Accessibiity
@ Appearance
2 Apple Intelligence & Siri
{3 Control Center
B Desktop & Dock
) Displays
Screen Saver
&) Spotiight
Wallpaper
3 Notifications
@ sound

(9 Focus

@ Screen Time

(@ Lock Screen

¥ Privacy & Security

Touch ID & Password

3 Users & Groups

< Screen & System Audio Recording

Screen & System Audio Recording

2 DisplayLink Manager «

M jamfRemoteAssist

B rogger

Logitech G HUB (
® Microsoft Teams #(
B snagit «

© support-LogMeinRescue

& zoomus «

+
System Audio Recording Only

No Items

+

Launch Microsoft Teams. A prompt will display asking to allow access to the microphone. Select Allow.

plcome to Teams

an account 1o continue

Q ?
“Microsoft Teams” would like to
access the microphone

Microsof Teams reeds sccess 10 the
Mrophone Sor your Calls

Don't Allow Atow «

Qe FYW Toallow access to Bluetooth, select Allow.

You can now begin using Microsoft Teams.

“Microsoft Teams” would like to
use Bluetooth.

Microsoft Teams wants 10 access your
bluetooth devices for use in calis

Don't Allow Allow «
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Step 25 To connect to Mercury’s Virtual Private Network (VPN), locate the GlobalProtect icon on the Menu bar
and select Connect.

& Finder File Edit View Go Window Help

GlobalProtect Login

B2 Microsoft
Sign in

Email address

Q, sign-in options

Disconnected

Enter the portal address to connect
and secure access to your
applications and the internet.

Portal

Connect

Terms of use  Privacy & cookies - .-

<7 paloaito

Connecting...

You

GlobalProtect =

Y

Step 27 Type your company network password and select Sign in.
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When prompted, type your network password and select Always Allow.

GlobalProtect wants to export key “Microsoft
Workplace Join Key" from your keychain.

i ‘e’ To allow this, enter the “login* keychain password

Password:

? Always Allow « cery (D

Complete the Multi-Factor Authentication (MFA).

The MFA prompts may vary if you use a different MFA method (text, voice call, app, etc.)

B® Microsoft

Verify your identity
Approve a request on my Microsoft
Authenticator app
Use a verification code

D Text
% Call

Moro Informatio:

Are your verification methods current? Check at
Mtps:/jaka ma/mfasetup

Fancal

ELV  GlobalProtect will establish the connection to VPN.

You can how access company resources.

& Finder File Edit View Go Window Help

! » P - , ¥ % paloalto’ | GlobalProtect
.,‘ : -~ ; : . i % paloakto

o

Connected
¥ Gp-saml-Brea

Best Available Gateway

Important: To maintain a secure connection and ensure access to essential company systems and applications, please
connect to VPN daily.
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